Problem 9498: nihilist_substitution

08865 79565 09755 76288 07983 65687 87666 88285 88967 77287 

95886 77478 69947 78449 97854 79249 97777 87487 97776 77579 

09976 46587 88987 69555 88976 67545 88586 87477 68567 45657 

06945 75689 86776 8

First of all let's rewrite this so that it is more readable:

08 86 57 95 65 09 75 57 62 88 07 98 36 56 87 87 66 68 82 85 

88 96 77 72 87 95 88 67 74 78 69 94 77 84 49 97 85 47 92 49 

97 77 78 74 87 97 77 67 75 79 09 97 64 65 87 88 98 76 95 55 

88 97 66 75 45 88 58 68 74 77 68 56 74 56 57 06 94 57 56 89 

86 77 68

We need to find the keylength here. The nihilist substitution cipher uses a keyword and adds a number to each encrypted letter. The important thing about this cipher is that it uses numbers in the range 1-5, so a 0 can only be produced by the addition of two 5's, and a 2 by the addition of two 1's. The key cannot have length 1 because last digits of 2 and 9 are present, which have a difference of 7, but the biggest difference that can happen is 4. Similarly it cannot be 2 (due to 08, 57 giving 10-5==5 difference), and cannot be 3 (due to 62,09) or 4 (08,62). 5 however looks good, let's rewrite it again:

08 86 57 95 65 

09 75 57 62 88 

07 98 36 56 87 

87 66 68 82 85 

88 96 77 72 87 

95 88 67 74 78 

69 94 77 84 49 

97 85 47 92 49 

97 77 78 74 87 

97 77 67 75 79 

09 97 64 65 87 

88 98 76 95 55 

88 97 66 75 45 

88 58 68 74 77 

68 56 74 56 57 

06 94 57 56 89 

86 77 68

Now we wish to find the key. The first column has zero's in the tens, and so the key must be 5 here. The units column has a range from 5 to 9 and so the key must be 4 here, to bring this back to 1-5. Let's continue, here is our key:

54 43 23 41 34

And we can subtract this from our numbers:

54 43 34 54 31 

55 32 34 21 54 

53 55 13 15 53 

33 23 45 41 51 

34 53 54 31 53 

41 45 44 33 44 

15 51 54 43 15 

43 42 24 51 15 

43 34 55 33 53 

43 34 44 34 45 

55 54 41 24 53 

34 55 53 54 21 

34 54 43 34 11 

34 15 45 33 43 

14 13 51 15 23 

52 51 34 15 55 

32 34 45

Now we can make a substitution, and treat this as a patristocrat:

          1st letter

          1 2 3 4 5

        1 a b c d e

2nd     2 f g h i k

letter  3 l m n o p 

        4 q r s t u 

        5 v w x y z 

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

zudrp szpub suosa svyno qlevm kesvz hsy

Let's look at the stats for this:
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The length is 83, giving a cut off for the consonant line method of 17. This means that we will mark off these letters as consonants:
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Here is our cipher:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

    -  - -    -    -       -               --                 

zudrp szpub suosa svyno qlevm kesvz hsy

   -      -     -       --  - -     -   

And our contacts:

           bchlmraikw:

            uuu|u

            zzz|z

             ss|ssss

              v|v

              n|

               |y

               |pp

             oo|

               |eee

              d|

The letter t hasn't appeared in the contacts, and so we add it to the consonants as well:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

    -  - -    -    -       -    - -        --           -     

zudrp szpub suosa svyno qlevm kesvz hsy

   -      -     -       --  - -     -   

And our contacts:

           bchlmraikw:

            uuu|u

            zzz|z

            sss|sssss

              v|vv

             nn|n

              y|y

               |pp

             oo|

               |eee

              d|

Now s has high contact with these low frequency letters, it has high frequency and is almost certainly a vowel, possibly an e. Let's mark it in:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

  . -  -.-    -    -    .  -    - -        --    .     .-.    

zudrp szpub suosa svyno qlevm kesvz hsy

   -  .   - .  .- .     --  - - .   -.  

From the contact list the most probable vowels are u, z, v and n as they are closest to balance. We also note that o has high frequency but very low variety of contacts, not particularly due to repeats, and suspect it of being a consonant. We also note that it occurs before consonants and not after, and it is a candidate for the letter n. The other two letters, p and v, with the same frequency, are more likely to be vowels. We also note the sequence 'oqlevmk'='---??--' and suppose that one of e or v must be a vowel. We opt for v being a vowel, and o being a consonant:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

 -. -  -.-    -.   -    .  -    - - .  -. --- . -.    -.-.    

zudrp szpub suosa svyno qlevm kesvz hsy

   -  .   - . -.- ..  - -- .- - ..  -.  

And our contacts:

          bchlmraikwo:

         uuuuuu|u

            zzz|z

            sss|sssssssss

            vvv|vvv

            nnn|n

              y|y

              p|pp

               |eee

              d|

If we look towards the end then we see the sequence 'svtnoqle'='..??---?.'. If you think about this carefully then we see that it is unlikely y is a vowel due to the pair of vowels before it, and it is unlikely that e is a vowel. That leaves either n being a vowel, or a big run of consonants again. We check the other n's and see that it does split some of the cipher up nicely. Let's try n as a vowel and y and e as consonants:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

 -. -  -.-    -.  .-- - .  -   --.- .- -. ----. -. .  -.-.-   

zudrp szpub suosa svyno qlevm kesvz hsy

   -  .   - . -.- ..-.- ---.- --..  -.- 

         bchlmraikwoey:

          sssss|sssssssssss

          vvvvv|vvvvv

            nnn|nn

         uuuuuu|uu

            zzz|zz

              p|pp

            ddd|d

Here z is unlikely to be a vowel - it would put in too many runs of vowels of length 3 or more. The other three letters could be vowels or not. we put in the z:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

 -. - --.-   --.  .-- - .  -   --.- .- -. ----. -.-.  -.-.-   

zudrp szpub suosa svyno qlevm kesvz hsy

-  -  .-  - . -.- ..-.- ---.- --..- -.- 

        bchlmraikwoeyz:

        sssssss|sssssssssss

         vvvvvv|vvvvv

            nnn|nnn

         uuuuuu|uuu

             pp|ppp

            ddd|d

Of the letters left p is less likely to be a vowel due to sequences like 'vpn' in the text. we note that it's left to the end of our decision making, we're still not sure about it and it's well balanced, and high frequency. If it was a consonant then the letter s is likely, as this can be difficult to find through contacts and can appear vowel-like. Our original guess was that the letter s is an e, it appears in quite a few of the digrams, and particularly in the digram 'os' our most popular digram. Recall that we said that the ciphertext o was a candidate for the plaintext n. The digram would be 'ne' which is good. The cipher would begin '?ne?' The letter o also begins some long runs of consonants, and so n is a good choice. Let's try this out and see what it looks like:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

 ne - --e-   --.  .-- - e  -   --.- .- n. n---. ne-.  ne-e-   

zudrp szpub suosa svyno qlevm kesvz hsy

-  -  e-  - e ne- e.-.n ---.- --e.- -e- 

At this point a quick way in is to seek a beginning for the cipher, we have:

an/ea...

in/ei...

one/o...

In light of our tests u must be a vowel, o is most likely (one of..../one or...), it is very difficult to continue the other two:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneo- --e-o  --.  .-- - e o-   --.- .-on. n---. ne-.  ne-e-   

zudrp szpub suosa svyno qlevm kesvz hsy

-o -  e- o- eone- e.-.n ---.- --e.- -e- 

We can now put p as a consonant. We know it is high frequency and suspect it of being an s, we see 'pubsuos'='so?eone' and set b=m also:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneo- --emo s--.s .-- - eso-s  --.- .-on. n---. ne-.s ne-e-   

zudrp szpub suosa svyno qlevm kesvz hsy

-o -s e-som eone- e.-.n ---.- --e.- -e- 

We note at this point that high frequency letters are either vowels or used, the first letter not used is z with a frequency of 6. We have not found the most common consonant - the letter t yet. If z was a t then we would have 'set someone' and 'oneo.t.emost' ("one of the most"?) within the text. Let's put this in, and continue with the f and h at the beginning:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneof themo st-.s .-- - esofs  --.- .-on. n---. net.s ne-e-   

zudrp szpub suosa svyno qlevm kesvz hsy

to -s etsom eone- e.-.n ---.- --e.t he- 

We would like to identify the other vowels. At the end we have 'svzhsy'='e.the-' and this could end 'eather', 'either' or it could be split '...ea/them' we also have '..on/an..' or '..onin..' 'anetisne?erto' or 'inetasne?erto' which could end 'never/to'.'Is never to' fits better than anything, let's try that too:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneof themo st-as i-r - esofs  rviv a-ona n---a netis never   

zudrp szpub suosa svyno qlevm kesvz hsy

to -s etsom eone- earin ---a- --eat her 

At this point you should be able to spot 'survival', and should also be able to guess q=g:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneof themo st-as i-rul esofs urviv alona n--la netis never   

zudrp szpub suosa svyno qlevm kesvz hsy

tou-s etsom eone- earin g-la- -leat her 

The rest is a matter of looking to see what letters are left and trying to fit them in so that the whole thing makes sense:

uosuc zhsbu pzlvp nmyde spucp dytnt veuov oirev osznp ostsy

oneof themo stbas icrul esofs urviv alona nypla netis never   

zudrp szpub suosa svyno qlevm kesvz hsy

toups etsom eonew earin gblac kleat her 

"One of the most basic rules of survival on any planet is never to upset someone wearing black leather".

Exercise1: (**easy**)

Solve this

85755 35448 69224 52555 88439 67844 23577 47497 26654 66723 

57462 39853 64476 56526 54870 92252 45982 42458 53676 47756 

65554 55374 97266 55756 33664 42397 75674 54423 57557 50745 

24466 72236 66656 76494 47342 23653 86755 45575 88262 75626 

99628 84645 22268 55665 45548 85624 66462 20755 56465 55556 

86749 72665 57563 36644 23977 55677 55666 68674 77225 45690 

22276 65567 34868 52322 58555 46555 24867 82266 47246 66487 

47342 33486 43852 26547 88654 63423 97438 78965 46275 37799 

52226 45656 56362 39853 56562 35624 95736 56525 45583 32557 

53973 6

Exercise2: (**medium**)

Solve this

56466 76584 67684 66332 07463 65067 55973 83660 63266 46756 

77633 36859 68376 66364 58453 66363 07304 73984 42654 85956 

73236 76756 40752 57827 39390 44368 40364 69625 88365 83775 

32942 74957 83230 54056 3767

Exercise3: (**medium**)

Are there any shortcuts to solving nihilist substitutions ? Which numbers can appear in the cipher, and what does the presence of certain numbers tell you ? How would you test whether a cipher was possibly a nihilist substitution or not ?

Exercise4: (**hard**)

Solve this

95556 86988 78876 56678 75686 99755 87564 68956 46698 45407 

88686 99764 89657 80566 88776 58408 7884

Exercise5: (**hard**)

Write an automated solver for nihilist substitutions. What happens when you cannot uniquely determine the key ? What options do you have available, can you use chi-tests to determine the most probable key ? Can you test more than one key at the same time in your solver ? How does your solver cope with the above problems ?

